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DETAILED ACTION 
Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1-8, 10-26, 30-41, 43-61, 65-70, 79-83 rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wilson (4520232). 

With respect to Claim 1, the limitation of "forming means for receiving the signal to be 
enciphered and for outputting the signal as a sequence of data blocks, each having a first 
predetermined number of bits" is met on column 2, lines 44-46, 58-62; and "a plurality of 
encipher functional modules sequentially coupled to operate sequentially on the sequence of data 
blocks from the forming means" on column 2, hues 19-31; and "configuring means, wherein 
each encipher functional module comprises a module input, a module output" is met on Fig. 1; 
and "a respective data processing unit having a parallel input and a corresponding parallel output 
and being arranged to perform a respective reversible process upon a set of bits at its parallel 
input and to produce at its corresponding parallel output a corresponding enciphered set of bits" 
is met on Fig. 1 and on column 1, lines 36-39, 64-68; and "is operable under the control of the 
configuring means to couple a respective predetermined set of the bits of a data block received at 
its module input to the parallel input of its data processing unit and to provide at its module 
output an enciphered data block in which said respective predetermined set of bits is replaced by 
the corresponding enciphered set of bits produced at the parallel output of its data processing 
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unit" is met on column 2, lines 19-23, 44-49; column 3, lines 10-56. Wilson however does not 
explicitly show a configuring means. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to have a configuring means that coordinates the inputting, enciphering and outputting of 
information because the given steps are coordinated and effectively achieved in the reference. 
Hence the existence of a configuring means is obvious. 

With respect to Claim 2, the limitation of "wherein said respective data processing units 
are of a single type" is met on Fig. 1 . The shift register and corresponding set of gates occur 
multiple times. 

With respect to Claim 3, the limitation of "wherein the reversible process of at least one 
of said data processing units is a switching operation controlled by at least one of the set of bits 
received at its parallel input" is met on column 1, lines 35-60. 

With respect to Claim 4, the Umitation of "wherein each of said data processing units is a 
reversible gate" is met by Fig. 1 . The AND gate(s) is reversible. 

With respect to Claim 5, the Umitation of "wherein said reversible gate comprises a 
Fredkin's gate or an AND/NAND gate" is met by Fig. 1 . 
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With respect to Claim 6, the limitation of "wherein said configuring means is operative to 
control said encipher functional modules in accordance with a cipher design description" is met 
on column 4, lines 55-63; column 1, lines 29-33. 

With respect to Claim 7, the limitation of "including means for receiving said cipher 
design description" is met on column 3, lines 66-68; column 4, lines 1-14. 

With respect to Claim 8, the Umitation of "including means for generating said cipher 
design description" is met on column 4, lines 55-63. 

With respect to Claim 10, the hmitation of "wherein each said encipher functional 
module comprises a logic gate which does not conserve logic" is met by Fig. 1. 

With respect to Claim 1 1, the limitation of "wherein said plurality of encipher functional 
modules form a programmable circuit" is met by the abstract and by Fig. 1 . 

With respect to Claim 12, the limitation of "wherein said plurality of encipher functional 
modules comprises a programmable logic gate array, and said configuring means comprises a 
programming means for programming said programmable logic gate array" is met by Fig. 1 and 
the abstract- 
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With respect to Claim 13, the Umitation of "wherein said encipher functional modules 
comprise analogue electronic modules" is met on column 2, lines 58-62. 

With respect to Claim 14, the limitation of "wherein said signal is an optical signal and 
said encipher functional modules comprise optical components" is met on column 4, lines 49-51. 
It would have been obvious to one of ordinary skill in the art at the time of the invention to have 
the existence of the modem within the network make the existence of optical components 
obvious because a modem implies that some form of transmitted signals are sent between two 
remote terminals and processed. 

With respect to Claim 15, the Umitation of "a programmable computing apparatus, 
wherein said encipher functional modules comprise a computer code routine implemented on 
said programmable computing apparatus" is met by Fig. 1 and the abstract. 

With respect to Claim 16, the Umitation of "wherein said computer code routine is in the 
form of a generic module code routine repeatedly implemented dependent upon information 
from said configuring means" is met on column 4, lines 55-68. 

With respect to Claim 17, the Umitation of "including first selection means for selecting a 
type of encipher functional module to be used from amongst a plurality of possible types of 
encipher functional modules, wherein said configuring means is adapted to configure the 
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encipher apparatus to use the selected type of encipher functional module" is met on column 3, 
lines 23-37. 

With respect to Claim 18, the limitation of "including second selection means for 
selecting the number of said encipher functional modules to be used, wherein said configuring 
means is adapted to configure the encipher apparatus to use the selected number of encipher 
functional modules" is met on column 3, lines 23-37. 

With respect to Claim 19, the limitation of "third selection means for selecting for each 
said encipher functional module the respective predetermined set of the bits of a data block 
received at its module input" is met on column 3, hnes 23-37. 

With respect to Claim 20, the Umitation of "receiving the signal to be enciphered and 
forming the signal into a sequence of data blocks, each having a first predetermined number of 
bits" is met on column 2, lines 44-46, 58-62; and "applying the sequence of data blocks to a 
plurality of encipher functional modules sequentially coupled to operate sequentially on the 
sequence of data blocks" is met on column 2, lines 19-31; and "each encipher functional module 
comprising a module input, a module output, and a respective data processing unit having a 
parallel input and a corresponding parallel output and being arranged to perform a respective 
reversible process upon a set of bits at its parallel input and to produce at its corresponding 
parallel output a corresponding enciphered set of bits" is met by Fig. 1 and on column 1, lines 
36-39, 64-68; and "configuring each encipher functional module to couple a respective 
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predetermined set of the bits of a data block received at its module input to the parallel input of 
its data processing unit and to provide at its module output an enciphered data block in which 
said respective predetermined set of bits is replaced by the corresponding enciphered set of bits 
produced at the parallel output of its data processing unit" is met on column 2, lines 19-23, 44-49 
and on column 3, lines 10-56. Wilson et al however does not expUcitly show configuration of 
the cipher functional modules. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to configure the cipher modules so as to enable the inputting, enciphering and outputting of 
information because the given steps are coordinated and effectively achieved in the reference. 
Hence configuring the cipher functional modules to achieve this is obvious. 

With respect to Claim 21, the limitation of "wherein the encipher functional modules are 
of a single type" is met by Fig. 1 . 

With respect to Claim 22, the Umitation of "wherein the reversible process of at least one 
of said data processing units is a switching operation controlled by at least one of the bits of a 
data block received at its parallel input" is met on column 1, lines 35-60. 

With respect to Claim 23, the limitation of "wherein said encipher functional modules 
each act as a reversible gate" is met by Fig. 1 . 
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With respect to Claim 24, the hmitation of "wherein the configuring of said encipher 
functional modules is in accordance with a cipher design description" is met on column 4, lines 
55-63 and on column 1, lines 29-33. 

With respect to Claim 25, the hmitation of "including receiving said cipher design 
description" is met on column 3, Unes 66-68 and on column 4, lines 1-14. 

With respect to Claim 26, the hmitation of "including generating said cipher design 
description" is met on column 4, hnes 55-63. 

With respect to Claim 30, the limitation of "wherein said encipher functional modules 
comprise a programmable logic gate array and the configuring step includes programming said 
programmable logic gate array" is met by the abstract and on Fig. 1. 

With respect to Claim 31, the limitation of "implemented by computer code on a 
computing apparatus, wherein said encipher functional modules comprise a computer code 
routine implemented in dependence upon configuration information" is met on column 4, lines 
55-68. 

With respect to Claim 32, the hmitation of "wherein the computer code routine is 
implemented repeatedly dependent upon the number of said encipher functional modules to be 
implemented" is met on column 4, lines 55-68. 
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With respect to Claim 33, the hmitation of "including selecting the type of encipher 
functional module to be used from amongst a plurality of possible types of encipher functional 
modules" is met on column 3, lines 23-37. 

With respect to Claim 34, the Hmitation of "including selecting the number of said 
encipher functional modules used" is met on column 3, lines 23-37. 

With respect to Claim 35, the limitation of "including selecting the respective 
predetermined set of the bits of a received data block for said encipher functional modules" is 
met on column 3, lines 23-37. 

With respect to Claim 36, the limitation of "forming means for receiving the signal to be 
deciphered and for outputting the signal as a sequence of data blocks, each having a first 
predetermined number of bits" is met on column 1, lines 64-68 and on column 2, lines 58-62; 
and "a plurality of decipher functional modules sequentially coupled to operate sequentially on 
the sequence of data blocks from the forming means" is met on column 2, lines 19-31; and 
"configuring means, wherein each decipher functional module comprises a module input and a 
module output" is met by Fig. 1 and "a respective data processing unit having a parallel input 
and a corresponding parallel output and being arranged to perform a respective reversible 
process upon a set of bits at its parallel input and to produce at its corresponding parallel output a 
corresponding enciphered set of bits" is met by Fig. 1 and on column 1, lines 36-39, 64-68; and 
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"is operable under the control of the configuring means to couple a respective predetermined set 
of the bits of a data block received at its module input to the parallel input of its data processing 
unit and to provide at its module output a deciphered data block in which said respective 
predetermined set of bits is replaced by the corresponding deciphered set of bits produced at the 
parallel output of its data processing unit" is met on column 2, lines 19-23; column 4, lines 55- 
64; and column 5, lines 1-17. Wilson however does not explicitly describe a configuring means. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to have a configuring means that coordinates the inputting, enciphering and outputting of 
information because the given steps are coordinated and effectively achieved in the reference. 
Hence the existence of a configuring means is obvious. 

With respect to Claim 37, the limitation of "wherein said decipher functional modules are 
of a single type" is met by Fig. 1. 

With respect to Claim 38, the limitation of "wherein said configuring means is operative 
to control said decipher functional modules in accordance with a cipher design description" is 
met on column 1, lines 29-33; column 4, lines 55-64. 

With respect to Claim 39, the limitation of "wherein said cipher design description is 
equivalent to the inverse of a cipher design description used to control encipher functional 
modules of an encipher apparatus used to produce the enciphered signal" is met on column 5, 
lines 1-6. 
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With respect to Claim 40, the limitation of "including means for receiving said cipher 
design description" is met on column 4, lines 55-64. 

With respect to Claim 41, the Umitation of "including means for generating said cipher 
design description" is met on column 4, lines 55-64. 

With respect to Claim 43, the limitation of "wherein the reversible process of at least one 
of said data processing units is a switching operation controlled by at least one of the bits of a 
data block received at its parallel input" is met on column 1, lines 35-60. 

With respect to Claim 44, the Umitation of "wherein each of said data processing units 
comprises a reversible gate" is met by Fig. 1 . 

With respect to Claim 45, the limitation of "wherein said reversible gate comprises a 
Fredkin's gate or an AND/NAND gate" is met by Fig. 1 . 

With respect to Claim 46, the limitation of "wherein each said decipher functional 
module comprises a logic gate which does not conserve logic" is met by Fig. 1. 

With respect to Claim 47, the limitation of "wherein said plurality of decipher functional 
modules form a programmable circuit" is met by the abstract and by Fig. 1. 
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With respect to Claim 48, the hmitation of "wherein said plurality of decipher functional 
modules comprise a programmable logic gate array, and said configuring means comprises a 
programming means for programming said programmable logic gate array" is met by the abstract 
and by Fig. 1 . 

With respect to Claim 49, the hmitation of "wherein said signal is an optical signal and 
said decipher functional modules comprise optical components" is met on column 4, lines 49-51. 

With respect to Claim 50, the hmitation of "wherein said decipher functional modules 
comprise a computer code routine implemented on said programmable computing apparatus" is 
met by Fig. 1 and in the abstract. 

With respect to Claim 51, the limitation of "wherein said decipher functional modules 
comprise a computer code routine repeatedly implemented dependent upon information fi-om 
said configuring means" is met on column 4, lines 55-68. 

With respect to Claim 52, the hmitation of "wherein said configuring means is responsive 
to type identifying information included in a cipher design description to configure the type of 
said decipher functional modules in accordance with said type identifying information" is met on 
column 2, lines 49-53. 
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With respect to Claim 53, the limitation of "wherein said configuring means is responsive 
to module number information included in a cipher design description to configure a 
corresponding number of said decipher functional modules" is met on column 4, Hnes 55-62. 

With respect to Claim 54, the Umitation of "wherein said configuring means is responsive 
to data block size information included in a cipher design description adapted to configure the 
input and output of each said decipher functional module" is met on column 4, lines 55-64. 

With respect to Claim 55, the limitation of "receiving the signal to be deciphered 
and outputting the signal as a sequence of data blocks, each having a first predetermined number 
of bits" is met on column 1, lines 64-68; column 2, lines 58-62; and "applying the sequence of 
data blocks to a plurality of decipher functional modules sequentially coupled to operate 
sequentially on the sequence of data blocks" is met on column 2, lines 19-31; and "each decipher 
functional module corriprising a module input, a module output" is met by Fig. 1; and "a 
respective data processing unit having a parallel input and a corresponding parallel output and 
being arranged to perform a respective reversible process upon a set of bits at its parallel input 
and to produce at its corresponding parallel output a corresponding enciphered set of bits" is met 
by Fig. 1 and on column 1, lines 36-39, 64-68; and "configuring each decipher functional module 
to couple a respective predetermined set of the bits of a data block received at its module input to 
the parallel input of its data processing unit and to provide at its module output an deciphered 
data block in which said respective predetermined set of bits is replaced by the corresponding 
deciphered set of bits produced at the parallel output of its data processing unit" is met on 
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column 2, lines 19-23; column 4, lines 55-64; and column 5, lines 1-17. Wilson et al however 
does not explicitly show configuration of the decipher functional modules. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to configure the decipher modules so as to enable the deciphering and outputting of the given 
deciphered information because the given steps are coordinated and effectively achieved in the 
reference. Hence configuring the decipher functional modules to achieve this is obvious. 



With respect to Claim 56, the limitation of "wherein the decipher functional modules are 
of a single type" is met by Fig. 1. 

With respect to Claim 57, the limitation of "wherein the reversible process of at least one 
of said data processing units is a switching operation controlled by at least one of the bits of a 
data block received at its parallel input" is met on column 1, lines 35-60. 

With respect to Claim 58, the Umitation of "wherein said decipher functional modules 
each act as a reversible gate" is met on column 1, lines 36-41, 64-68. 

With respect to Claim 59, the Umitation of "wherein the configuring of said decipher 
functional modules is in accordance with a cipher design description" is met on column 1, lines 
29-33; column 4, lines 55-64. 
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With respect to Claim 60, the hmitation of "including receiving said cipher design 
description" is met on column 4, Unes 55-64. 

With respect to Claim 61, the limitation of "including generating said cipher design 
description" is met on column 4, lines 55-64. 

With respect to Claim 65, the limitation of "wherein said decipher functional modules 
comprise a programmable logic gate array and the configuring step includes programming said 
programmable logic gate array" is met by the abstract and by Fig. 1. 

With respect to Claim 66, the Hmitation of "implemented by computer code on a 
computing apparatus, wherein said decipher functional modules comprise a computer code 
routine implemented in dependence upon configuration information" is met on column 4, lines 
55-68. 

With respect to Claim 67, the limitation of "wherein the computer code routine is 
implemented repeatedly dependent upon the number of said decipher functional modules to be 
implemented" is met on column 5, lines 1-17. 

With respect to Claim 68, the hmitation of "including selecting the type of decipher 
functional module to be used fi'om amongst a plurality of possible types of decipher functional 
modules" is met on column 3, lines 23-37. 
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With respect to Claim 69, the limitation of "including selecting the number of said 
decipher functional modules used" is met on column 3, lines 23-37. 

With respect to Claim 70, the limitation of "including selecting the respective 
predetermined set of the bits of a received data block for said decipher functional modules" is 
met on column 2, lines 24-3 1 . 

With respect to Claim 79, its limitation is similar to Claim 36 limitation and hence its 
rejection can be found therein. 

With respect to Claim 80, its limitation is similar to Claim 55 limitation and hence its 
rejection can be found therein. 

With respect to Claim 81, its limitation is similar to Claim 20 limitation and hence its 
rejection can be found therein. 

With respect to Claims 82 and 83, its rejection can be found within Claim 20 rejection. 
The existence of a storage/carrier medium that stores the functions disclosed in Claim 20 is 
obvious. 
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Claims 9, 27-29, 42, 62-64 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Wilson (4520232) in view of Feistel (4316055). 

With respect to Claim 9, all the limitation is met by Wilson except for the following 
limitation. 

The limitation of "wherein the generating means includes a random or pseudo-random 
number generator and is operative to use random or pseudo-random numbers generated by said 
random or pseudo-random number generator to describe in code said respective predetermined 
sets of bits" is met by Feistel in the abstract. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Feistel within the system of Wilson because a random 
output creates a more secure cipher. This is because a random number, when used as a seed to 
encrypt a cleartext, creates a more unique, harder-to-decrypt ciphertext. 

With respect to Claim 27 and 62, all the limitation is met by Wilson except for the 
following limitation. 

The hmitation of "including generating random or pseudo-random numbers and using the 
generated random or pseudo-random numbers to generate said cipher design description" is met 
by Feistel in the abstract and on column 3, lines 50-54, 62-66. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Feistel within the system of Wilson because a random 
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output creates a more secure cipher. This is because a random number, when used as a seed to 
encrypt a cleartext, creates a more unique, harder-to-decrypt ciphertext. 

With respect to Claim 28, all the limitation is met by Wilson except for the following 
limitation. 

The limitation of "wherein a respective generated random or pseudo-random number is 
used to described in code the respective predetermined set of bits for a respective said encipher 
functional module" is met by Feistel in the abstract. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Feistel within the system of Wilson because a random 
output creates a more secure cipher. This is because a random number, when used as a seed to 
encrypt a cleartext, creates a more unique, harder-to-decrypt ciphertext. 

With respect to Claim 29, the limitation of "wherein the logic operations do not conserve 
logic" is met by Wilson on Fig. 1. 

With respect to Claim 42, its limitation is similar to Claim 9 and hence its rejection can 
be found therein. 

With respect to Claim 63, all the limitation is met by Wilson except for the following 
limitation. 
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The limitation of "wherein a respective generated random or pseudo-random number is 
used to described in code the respective predetermined set of bits for a respective said decipher 
functional module" is met on column 3, Hnes 50-54, 62-66. 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to combine the teachings of Feistel within the system of Wilson because a random 
output creates a more secure cipher. This is because a random number, when used as a seed to 
encrypt a cleartext, creates a more unique, harder-to-decrypt ciphertext. 

With respect to Claim 64, the limitation of "wherein the logic operations do not conserve 
logic" is met by Wilson on Fig. 1 . 

Claims 71-78 are rejected under 35 U.S.C, 103(a) as being unpatentable over Feistel 
(4316055), 

With respect to Claim 71, the limitation of "a random or pseudo-random number 
generator" is met on column 3, lines 62-66; and "encoding means arranged to receive a random 
or pseudo-random number generated by said generator and to encode that received number to 
provide at its output a cipher design description" is met in the abstract, last sentence; and 
"describing for each of a plurality of cipher functional modules sequentially coupled to operate 
sequentially on a data block applied to the plurality of sequentially coupled cipher functional 
modules, a respective predetermined set of the bits of the data block as received at the respective 
module's input" is met on column 5, lines 6-20. 
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With respect to Claim 72, the limitation of "including first selection means for selecting 
at least one type of cipher functional module to be used from amongst a plurality of possible 
types of cipher functional modules, said encoding means being adapted to include the selected 
type or types in the encoded information" is met on column 6, lines 63-66. 

With respect to Claim 73, the limitation of "including second selection means for 
selecting the number of said cipher functional modules to be used, said encoding means being 
adapted to include the selected number in the encoded information" is met on column 7, lines 14- 
21. 

With respect to Claim 74, the limitation of "including third selection means for selecting 
the number of inputs and outputs of said cipher functional modules, said encoding means being 
adapted to include the selected number in the encoded information" is met on column 6, lines 63- 
68 and on column 7, line 1. 

With respect to Claim 75, the limitation of "generating random or pseudo-random 
numbers" is met on column 3, lines 62-66; and "encoding information, including said random or 
pseudo-random numbers, describing, for each of a plurality of cipher functional modules 
sequentially coupled to operate sequentially on a data block applied to the plurality of 
sequentially coupled cipher functional modules, a respective predetermined set of the bits of the 
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data block as received at the respective module's input" is met in the abstract, last sentence and 
on column 5, lines 6-16; and "outputting the cipher design description" on column 5, lines 16-21, 

With respect to Claim 76, the limitation of "selecting at least one type of cipher 
functional module to be used from amongst a plurality of possible types of cipher functional 
modules, and including the selected type or types in the encoded information" is met on column 
7, lines 14-21. 

With respect to Claim 77, the Umitation of "selecting the number of said cipher 
functional modules used, and including in the encoded information said selected number of said 
cipher functional modules used" is met on column 7, lines 14-2L 

With respect to Claim 78, the limitation of "selecting the number of inputs and outputs of 
said cipher functional modules, and including in the encoded information the selected number of 
inputs and outputs of said cipher functional modules" is met on column 6, lines 63-68 and on 
column 7, line 1. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tracey Akpati whose telephone number is 571-272-3846. The 
examiner can normally be reached on 8.30am-6.00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto,gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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